
Share permissions
NTFS permissions of all shared folders
Additional computer filter:
-Only for the domain: TESTAD

Audit. Monitor. Secure. your windows
networks

TESTAD

TEST1
ADMIN$

F:\WINNT
TEST1\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATOR OWNER Allow
\Everyone Allow
NT AUTHORITY\SYSTEM Allow
NT AUTHORITY\SYSTEM Allow
TEST1\Administrators Allow
TEST1\Administrators Allow
TEST1\Administrators Allow
TEST1\Power Users Allow
TEST1\Power Users Allow
TEST1\Users Allow
TEST1\Users Allow

C$
C:\
TEST1\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATOR OWNER Allow
\Everyone Allow
NT AUTHORITY\SYSTEM Allow
S-1-5-32-549 Allow
TEST1\Administrators Allow

Copy
C:\Copy
TEST1\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATOR OWNER Allow
\Everyone Allow
\Everyone Allow
NT AUTHORITY\SYSTEM Allow
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NT AUTHORITY\SYSTEM Allow
S-1-5-32-549 Allow
S-1-5-32-549 Allow
TEST1\Administrators Allow
TEST1\Administrators Allow
TEST1\Administrators Allow

copy2
D:\copy
TEST1\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\Everyone Allow
\Everyone Allow

D$
D:\
TEST1\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\Everyone Allow

F$
F:\
TEST1\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\Everyone Allow

TEST10
ADMIN$

C:\WINDOWS
TESTAD\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATOR OWNER Allow
NT AUTHORITY\Authenticated Users Allow
NT AUTHORITY\Authenticated Users Allow
NT AUTHORITY\SYSTEM Allow
NT AUTHORITY\SYSTEM Allow
TESTAD\Administrators Allow
TESTAD\Administrators Allow
TESTAD\Administrators Allow
TESTAD\Server Operators Allow
TESTAD\Server Operators Allow
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C$
C:\
TESTAD\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATOR OWNER Allow
\Everyone Allow
NT AUTHORITY\SYSTEM Allow
TESTAD\Administrators Allow
TESTAD\Users Allow
TESTAD\Users Allow
TESTAD\Users Allow

copy
C:\copy
TESTAD\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATOR OWNER Allow
NT AUTHORITY\SYSTEM Allow
TESTAD\Administrators Allow
TESTAD\Users Allow

HomeDir
C:\HomeDir
TESTAD\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATOR OWNER Allow
NT AUTHORITY\SYSTEM Allow
TESTAD\Administrators Allow
TESTAD\Administrators Allow
TESTAD\Users Allow
TESTAD\Users Allow
TESTAD\Users Allow

HomeShare
C:\HomeShare
TESTAD\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATOR OWNER Allow
NT AUTHORITY\SYSTEM Allow
TESTAD\Administrators Allow
TESTAD\Administrators Allow
TESTAD\Users Allow
TESTAD\Users Allow
TESTAD\Users Allow
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NETLOGON
C:\WINDOWS\SYSVOL\sysvol\testad.com\SCRIPTS
TESTAD\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATOR OWNER Allow
NT AUTHORITY\Authenticated Users Allow
NT AUTHORITY\Authenticated Users Allow
NT AUTHORITY\SYSTEM Allow
NT AUTHORITY\SYSTEM Allow
TESTAD\Administrators Allow
TESTAD\Administrators Allow
TESTAD\Server Operators Allow
TESTAD\Server Operators Allow

profiles
C:\profiles

Owner:
Local path:

EF RD RA REA WD AD WA WA DF D RP CP TO
\CREATOR OWNER Allow
NT AUTHORITY\SYSTEM Allow
S-1-5-21-1255802545-536293566-227
697207-1010

Allow

TESTAD\Administrators Allow
TESTAD\Users Allow
TESTAD\Users Allow
TESTAD\Users Allow

SYSVOL
C:\WINDOWS\SYSVOL\sysvol
TESTAD\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATOR OWNER Allow
NT AUTHORITY\Authenticated Users Allow
NT AUTHORITY\Authenticated Users Allow
NT AUTHORITY\SYSTEM Allow
NT AUTHORITY\SYSTEM Allow
TESTAD\Administrators Allow
TESTAD\Administrators Allow
TESTAD\Server Operators Allow
TESTAD\Server Operators Allow

TEST3
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ADMIN$
D:\WINDOWS
TEST3\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATEUR PROPRIETAIRE Allow
AUTORITE NT\SYSTEM Allow
AUTORITE NT\SYSTEM Allow
TEST3\Administrateurs Allow
TEST3\Administrateurs Allow
TEST3\Administrateurs Allow
TEST3\Utilisateurs Allow
TEST3\Utilisateurs Allow
TEST3\Utilisateurs avec pouvoir Allow
TEST3\Utilisateurs avec pouvoir Allow

D$
D:\
TEST3\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATEUR PROPRIETAIRE Allow
\Tout le monde Allow
AUTORITE NT\SYSTEM Allow
TEST3\Administrateurs Allow
TEST3\Utilisateurs Allow
TEST3\Utilisateurs Allow
TEST3\Utilisateurs Allow

TEST4
ADMIN$

C:\WINNT
TEST4\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATEUR PROPRIETAIRE Allow
\Tout le monde Allow
AUTORITE NT\SYSTEM Allow
AUTORITE NT\SYSTEM Allow
TEST4\Administrateurs Allow
TEST4\Administrateurs Allow
TEST4\Administrateurs Allow
TEST4\Utilisateurs Allow
TEST4\Utilisateurs Allow
TEST4\Utilisateurs avec pouvoir Allow
TEST4\Utilisateurs avec pouvoir Allow
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C$
C:\
TEST4\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\Tout le monde Allow

E$
E:\
TEST4\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATEUR PROPRIETAIRE Allow
\Tout le monde Allow
AUTORITE NT\SYSTEM Allow
TEST4\Administrateurs Allow
TEST4\Utilisateurs Allow
TEST4\Utilisateurs Allow
TEST4\Utilisateurs Allow

PC_NT_DB
C:\Program Files\Northern\PrintControl
TEST4\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATEUR PROPRIETAIRE Allow
AUTORITE NT\SYSTEM Allow
AUTORITE NT\SYSTEM Allow
TEST4\Administrateurs Allow
TEST4\Administrateurs Allow
TEST4\Utilisateurs Allow
TEST4\Utilisateurs Allow
TEST4\Utilisateurs avec pouvoir Allow
TEST4\Utilisateurs avec pouvoir Allow

print$
C:\WINNT\System32\spool\drivers
TEST4\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\CREATEUR PROPRIETAIRE Allow
\Tout le monde Allow
\Tout le monde Allow
AUTORITE NT\SYSTEM Allow
AUTORITE NT\SYSTEM Allow
TEST4\Administrateurs Allow
TEST4\Administrateurs Allow
TEST4\Utilisateurs Allow
TEST4\Utilisateurs Allow
TEST4\Utilisateurs avec pouvoir Allow
TEST4\Utilisateurs avec pouvoir Allow
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temp quota
C:\temp quota
TEST4\AdministratorsOwner:

Local path:
EF RD RA REA WD AD WA WA DF D RP CP TO

\Tout le monde Allow

EF
RD
RA
REA
WD
AD
WA
WAE
DF
D

RP
CP
TO

Traverse folder/Execute file
List folder/Read Data
Read attributes
Read extended attributes
Create Files / Write Data
Create Folders / Append Data
Write Attributes
Write Extended Attributes
Delete Subfolders and Files
Delete
Read Permissions
Change Permissions
Take Ownership

Abbreviations meaning
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